
SCAM
AWARENESS

S.L.A.M the Scam

SCAMS ARE RUNNING RAMPANT!        USE THESE TIPS TO AVOID BECOMING THE NEXT VICTIM.

SPREADING
(717) 354-8385

SOLUTIONS@MAINSTREETITSOLUTIONS.COM

That is the goal! Scammers have become incredibly convincing and know  
that good customer service and attention to detail help sell their story – 
but  don’t get caught up. If it sounds suspicious or too good to be true, 

trust your  instincts!

Spot phishing emails by using the
S.L.A.M Method!

SENDER

Received an unsolicited
call, text, or email?

But they sound so… real!

Carefully analyze who the
email is coming from

LINKS
Hover over links, without clicking,

to see where it  may take you

ATTACHMENTS
Ask yourself if you were

expecting the attachment

MESSAGE
Look for misspellings, generic greetings

and requests to  take action

Scammers can spoof caller  ID, 
email addresses, and  websites. 
Don’t take these  details at face 

value, but  instead, call back at a 
verified  number or via another  

legitimate channel

If it’s a phone call, call  
back by finding a verified  

number, or reach out
via another legitimate  

channel

Don’t be fooled if the  
individual shares basic  
information about you

Don’t respond or give  out 
any personal  information


